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¢ Qué es un Sistema Gestor de
Contenidos?

" Un CMS es un sistema de software para computadora que
permite organizar y facilitar la creacion de documentos y
otros contenidos de un modo cooperativo. Con frecuencia,
un CMS es una aplicacion web usada para gestionar sitios web

y contenidos web"
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Version de Joomla

Joomla 3.x

Joomla 1.6.x
Joomla 1.7.x

Joomla 2.5

Joomla 1.5.x

Joomla 3.x

Joomla 1.6.x
Joomla 1.7.x

Joomla 2.5

Joomla 1.5.x

Joomla 3.x

Joomla 1.6.x
Joomla 1.7.x

Joomla 2.5

Joomla 1.5.x

Software

PHP (Magic Quotes GPC off)

PHP

PHP

Servidor de Base de Datos

MySQL (InnoDB support
required)

MySQL

MySQL

Servidor Web

Apache

Apache

Apache

Version

recomendada

5.4+

5.3

5.3

5.1+

5.0.4+

4.1.+

2.x+

2x+

2.x+

Version

minima

5.3.10 +

5.2.4+

5.2+

5.1+

5.0.4+

3.23.x

2.x+

2.x+

1.3




Uno

Descargar el software de fuentes confiables




Verificar la integridad del software

descargado

Dos




&) default” - SSH Secure -

| Fle Edt View Window Heb
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| &) Quick Connect (] Profiles

[seminario@preproduccion ~]$ md5sum mysql-5.6.19-1linux-glibc2.5-x86 6é4.tar.gz |} * |
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|| &) Quick Connect ] Profies

[semlnarlo@preproduccmn ~]$ mdSsum mysql-5.6.19-1inux-glibc2.5-x86 64.tar.gz
[nalopprodcmn ~] $ | B

mysgl-5.6.19-1inux-glibc2.5-x86 64.tar.gz

pQf m—ry—
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” £l Quick Connect [ Profiles

[semnarlo@preproducc:lon --]$ md55um mysql-5.6.19-1inux—-glibc2.5-x86 64.tar.gz =
ed55c5a02b661b10561adel ERE] mysgl-5.6.19-1inux-glibc2.5-x86 6l tar. gz
[5em.1nar10@preproducc10n ~] 5

E MySQL = Download MySC x

€ - C' | [} devmysgl.com/downloads/mysgl/

1.linux_glibc2.5.x86_64.rpm)

Linux - Generic (glibc 2.5) (x86, 5.6.19 291.4M
64-bit), Compressed TAR

Archive

{mysqgl-5.6.19-linux-glibc2.5- IS =0e455c5a02b661b10561ad60et6al SRSl ELl =]
xB6_064.tar.gz)

Linux - Generic (glibc 2.5) (x86, 5.6.10 283.4M
32-bit), Compressed TAR

Archive

{mysqgl-5.6.19-linux-glibc2.5-i686.tar.gz) MDGE: ccdaSc3af9bf5cTdif5a39e£493322660 | Signature

o We suggest that you use the MD5 checksums and GnuPG signatures to verify the

intmmarit AF tha naclenmae v davarnlaa A

[ &) default” - SSH Secure Shell o o= e |

\




default* - SSH Secure Sh
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|| &) Quick Connect (] Profies

[seminario@preproduccion ~]$§ more sumaVerificacioMysqgl.txt
5e0e455c5a02b661bl0561ad60e86al9

5e0e455c5a02b661bl0561ad60e86als
[seminario@preproduccion ~]§ more sumaVerificacioMysqgl.txt |uniq -c

2 5e0e455c5a02b661bl0561ad60e86ald
[seminario@preproduccion ~]$ |

]




Usuario

root

root

[an6nimal]

[an6nimal]

MySQL en Windows

Privilegios Conexion
todos local

todos exterior
todos local

todos en la BD test u exterior

otras donde el nombre

inicie con test

Contrasena

Sin contrasena

Sin contrasena

Sin contrasena

Sin contrasena




Usuario

root

root

MySQL en Unix

Privilegios Conexion
todos local
todos local

Todos en la BD test u local
otras donde el nombre

inicie con test

Todos en la BD test u local
otras donde el nombre

inicie con test

Contrasena

Sin contrasena

Sin contrasena

Sin contrasena

Sin contrasena




Recomendacion

Establecer una contrasena para las cuentas

anonimas y para las cuentas de root




Cuentas anonimas de MySQL — SET PASSWORD Windows

shell> mysql -u root

mysql> SET PASSWORD FOR "(@'localhost' = PASSWORD('nvaContrasefia');

mysql> SET PASSWORD FOR "(@'%' = PASSWORD('nvaContrasefia');




shell> mysql -u root

Cuentas anonimas de MySQL — SET PASSWORD Unix

mysql> SET PASSWORD FOR "(@'localhost' = PASSWORD('nvaContrasefia');

mysql> SET PASSWORD FOR "(@'host_name' = PASSWORD('nvaContrasefa');




Cuentas anonimas de MySQL — UPDATE en Windows y Unix

shell> mysql -u root

mysql> UPDATE mysql.user SET Password = PASSWORD ('newpwd ‘) WHERE User = ";

mysql> FLUSH PRIVILEGES;




Cuentas root de MySQL — SET PASSWORD Windows

shell> mysql -u root

mysql> SET PASSWORD FOR ‘root'(@'localhost' = PASSWORD('nvaContrasefia');

mysql> SET PASSWORD FOR ‘root'(@'%' = PASSWORD('nvaContrasefia');




Cuentas root de MySQL — SET PASSWORD Unix

shell> mysql -u root

mysql> SET PASSWORD FOR ‘root'(@'localhost' = PASSWORD('nvaContrasefia');

mysql> SET PASSWORD FOR ‘root'(@'host_name' = PASSWORD('nvaContrasefa');




Cuentas root de MySQL — UPDATE en Windows y Unix

shell> mysql -u root

mysql> UPDATE mysql.user SET Password = PASSWORD ('newpwd‘) WHERE User = ‘root';

mysql> FLUSH PRIVILEGES;
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Deshabilitar el reporte de errores en PHP




||| Hie Edt !w Window Help

IV LY LI

&1 Quick Connect (] Profies

M Ne Ne Ne NE N S SNe N

SN -

This directive controls whether or not and where PHP will output errors,
notices and warnings too. Error output is very useful during development, but
it could be very dangerous in production environments. Depending on the code
which is triggering the error, sensitive information could potentially leak
out of your application such as database usernames and passwords or worse.
It's recommended that errors be logged on production servers rather than
having the errors sent to STDOUT.
Possible Values:

Off = Do not display any errors

stderr = Display errors to STDERR (affects only CGI/CLI binaries!)

On or stdout = Display errors to STDOUT
Default Value: On
Development Value: On
Production Value: Off

http://php.net/display-errors




REC

Deshabilitar register_globals




I,-. File Edit View Window Help

@ an sk nee M BB o
||| &) Quick Connect (] Profies

Whether or not to register the EGPCS variables as global variables. You may
want to turn this off if you don't want to clutter your scripts' global scope
with user data.

You should do your best to write your scripts so that they do not require
register _globals to be on; Using form variables as globals can easily lead
to possible security problems, if the code is not very well thought of.
http://php.net/register-globals

Determines whether the deprecated long $SHTTP * VARS type predefined variables
are registered by PHP or not. As they are deprecated, we obviously don't
recommend you use them. They are on by default for compatibility reasons but
they are not recommended on production servers.

Default Value: On

Development Value: Off 3
Production Value: Off
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Deshabilitar las comillas mégicas




1l Fie Edt View Window eb _
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; Magic quotes are a preprocessing feature of PHP where PHP will attempt to

; escape any character sequences in GET, POST, COOKIE and ENV data which might
; otherwise corrupt data being placed in resources such as databases before

; making that data available to you. Because of character encoding issues and
; non-standard SQL implementations across many databases, it's not currently

; possible for this feature to be 100% accurate. PHP's default behavior is to
; enable the feature. We strongly recommend you use the escaping mechanisms

; designed specifically for the database your using instead of relying on this
; feature. Also note, this feature has been deprecated as of PHP 5.3.0 and is
; scheduled for removal in PHP 6.

; Default Vvalue: On

: Development Value: Off

; Production Value: Off

; http://php.net/magic-quotes-gpc

nagic quotes gpc = Off




Deshabilitar funciones “muy informativas’ de

PHP

REC




& defauit* - SSH Secure

_ File E;;_ View Window Help |

H SR A RRBE MDD D eN
&1 Quick Connect ] Profiles

and below. This directive makes most sense if used in a per-directory
or per-virtualhost web server configuration file. This directive is
*NOT* affected by whether Safe Mode is turned On or Off.
http://php.net/open-basedir
open basedir = .

s Na Ns ws N

; This directive allows you to disable certain functions for security reasons.
; It receives a comma-delimited list of function names. This directive is

; *NOT* affected by whether Safe Mode is turned On or Off.

; http://php.net/disable-functions

disable functions = show source, system, she exec, passthru, exec, phpinfo, po

pen, proc open

; This directive allows you to disable certain classes for security reasons.

; It receives a comma-delimited list of class names. This directive is

; *NOT* affected by whether Safe Mode is turned On or Off. 3
; http://php.net/disable-classes =




show_source

 detaut - 3t Secy
Fie Et Yew Wndow b
SR ABREE M LD % e
&) Quick Connect 3 Profies

[seminario@preproduccion htdocs]§ more showcod.php
<?php

show_source ("configuration.php");

>

[seminariofpreproduccion htdocs)$ ]

:ipnp
:lass JConfig |

public Scffline = "0':

public Soffli e _measage = 'Este
/> Bor favor, Afnrelo
public $display offline |
public $offline image = '':

public &8 practicas con Joomla':
public moe "’ @

Saccess = '
Sdebug = '0"':

Spassword = ‘pass
§db = 'nombre bd'
Sdbprefix = 'mp3
sl:ve_s;:e -
§aecret = '~ ni
Sgzip =
Serror reporting = ‘defaultc’;

Shelpurl = *http://help.joomla.ocxrg/
feHelpim

Fublic SEftp _host =
public $ftp_port =
lic $ftp_user
lic Sftp_pasa
public $ftp_root =
public $ftp_enable =
public Soffser = *
public Smailonline = *
public Smailer =
lic Smailfrom
public S$fromname
public Ssendmail
public $smrpauth
lic Ssmtpuser
public Ssmtppass
public $smtphostc
public $amcpsecure
public Ssmrpport = '25
public Scaching = ‘0
public Scache_handler = °
lic Scachectime = °"15':
public $MecaDesc =
public §MetaKeys =
public $MetaTitle = *
b SMetaRuthoxr =
S$MetaVersion =
public Srobots = '*:
public §sef =
public $sef re . =
public $sef suffix = '
public Suniccdeslugs = *




BER AERBE A SO S ON
&) Quick Comect ] Profes

[seminario@preproduccion htdocs]$ more intercom.php
<?php

$salida = shell exec('ls -1a');

acho "<pre>§salida</pre>";

>

[seminariofpreproduccion htdocs]$

otal 128

IWKIWX-==

TW-IW-—--
Di=IN——
Ia-IW-I--
IWRINE---
IWAIWX-=~
N=-IW=—===

18 seminaric daemon
5 seminario seminario
10 seminaric daemen
2 seminario daemon
2 seminario daemon
2 seminario daemon
17 seminario daemon
1 seminaric dasmon
1 seminario daemon
§ seminario dasmon
2 seminario daemon
1 seminario daemon
1 seminario semimario
5 seminario dasmon
4 seminario dasmon
13 seminario daemen
1 seminario daemon
2 seminario dasmen
18 seminario daemon
28 seminario dasmon
14 seminario daemen
1 seminario daemon
1 seminaric dasmon
1 seminario semimario
5 saminaric dasmon
2 seminaric daemon
1 seminario daemon

4096 jun 17 17:18 .
4096 jun 17 17:17 ..
4096 jun 11 07:46 administrater
4096 jun 11 07:46 bin
40%6 jun 11 07:46 cache
4096 jun 11 07:46 cli
4096 jun 11 07:46 components
1822 jun 16 22:06 configuration.php
2859 jun 11 07:46 hraccess.txt
40%6 jun 11 07:46 images
4096 jun 11 07:46 includes
1013 jun 11 07:46 index,php
68 jun 17 17:17 intercom.php
4096 jun 16 21:22 language
4096 jun 11 07:46 layouts
4096 jun 11 07:46 libraries
17816 jun 11 07:46 LICENSE.txt
4096 jun 11 07:46 logs
4096 jun 11 07:46 media
4096 jun 11 07:46 modules
4096 jun 11 07:46 plugins
4310 jun 11 (7:46 REAIME.txc
882 jun 11 07:46 rohots.txt
44 jun 17 17:13 showcod.php
4096 jun 11 07:46 templates
4096 jun 16 21:22 tmp
1609 jun 11 07:46 web.config.tat
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[seminario@preproduccion htdocs]$ more phpinfo.php
<7php

orint phpinfo():

>

[seminario@preproduccion htdocs]$ [

s St o i
sl g 2 o
s g an m
s e '
—— Wk [
s g e o
s oy o
s fine u u
s o r |
st e o [
st fi T
st b [ [
— W |w
sessong maene ) W
SESHOLYC rbably | 1
st s o Qe ; I

PRSI




REC

Utilizar el uso de .htaccess de Apache




|| Fle Edt View Window Help
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H &1 Quick Connect ] Profiles

Alias /seminario /home/seminario/htdocs/
<Directory /home/seminario/htdocs>
Cptions FollowSymLinks

AllowOverride All

Order deny,allow

Allow from all

</Directory>

$ /path/instalacion/apache/bin/apachectl restart




REC

Establecer restricciones de acceso al area

administrativa de Joomla




el —

File Edt View Window Help

@GR 88 REE MDD N

&) Quick Connect (] Profiles
[seminario@preproduccion administrator]$ mcre .htaccess
AuthName "Este recurso requiere auteticacion™

AuthType Basic
AuthUserFile /home/seminarioc/secrets/.users.pwd

Require valid-user
[seminario@preproduccion administrator]s l

$ /path/instalacion/apache/bin/htpasswd —c .users.pwd nombre_de_usuario




#chown httpd.httpd .htaccess

Hchown 750 .htaccess

#chown httpd.httpd .users.pwd

#chown 750 .users.pwd




/ I localhost/seminario/adm X

€& = X [ localhost/seminario/administrator :

3 2 x
Se requiere autenticacion
El servidor requiere un

nombre de usuario y una contraseria. Mensaje del servidor:
Este recurso requiere auteticacion

Nombre de usuario:

Contrasena:

Iniciar sesion Cancelar




REC

Establecer los permisos adecuados de los archivos

y directorios de la instalacion de Joomla




#cd /home/seminario

#find htdocs —type d —exec chmod —R 770 {} \;

#find htdics —type f —exec chmod —R 660 {} \;

H#chown —R seminario.apache htdocs
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|H SR 58 RBE A S0 D &N
' £) Quick Connect (] Profies |

[seminariofpreproduccion htdocs]$ 11

seminaric apache 26 jun 17 17:30 phpinfo.php
seminarioc apache 4096 jun 11 07:46 plugins

seminario apache 4310 jun 11 07:46 README.txt
seminaric apache £82 jun 11 07:46 robots.txt

;

total 124
drwxrwx--- 10 seminario apache 4096 jun 17 18:57 administrator
drwxrwx--- 2 seminaric apache 4096 jun 11 07:46 bin
drwxrwx--- 2 seminario apache 4096 jun 11 07:46 cache
drwxrwix--—— 2 seminaric apache 4096 jun 11 07:46 cli
drwxrwx--— 17 seminario apache 4096 jun 11 07:46 components
-rw-r--r-- 1 seminario apache 1922 jun 16 22:06 configuration.php
-rw-rw---— 1 seminario apache 2859 jun 11 07:46 htaccess.txt
drwxrwx--- 5 seminaric apache 4096 jun 11 07:46 images
drwxrwx--- 2 seminario apache 4096 jun 11 07:46 includes
-rw-rw--—— 1 seminario apache 1013 jun 11 07:46 index.php
-rw-rw-r-- 1 seminaric apache 68 jun 17 17:17 intercom.php
drwxrwx--—- 5 seminario apache 4096 jun 16 21:22 language
drwxrwix--- 4 seminario apache 4096 jun 11 07:46€ layouts
drwxrwx--- 13 seminaric apache 4096 jun 11 07:46 libraries
-IW-rw---— 1 seminario apache 17816 jun 11 07:46 LICENSE.txt
drwxrwx-—— 2 2eminario apache 409 jun 11 07:46 logs
drwxrwi--- 18 seminarioc apache 4096 jun 11 07:46 media
drwxrwx--— 2€ seminarioc apache 4096 jun 11 07:46 modules

1

+

1

1

ll ~rw-rw--—-




Quitar de la cabecera del sitio web la version

de joomla

REC




(& actout - s e sl | =
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” &1 Quick Connect (] Profiles

S8 % & '

// Don't add empty generators

Sgenerator = Sdocument->getGenerator():
if ($generator)

{

i Sbuffer .= Stab . '<meta name="generaflor" content="' . h
tmlspecialchars (5generator) . '™ />' . $1nEnd;

}

Sbuffer .= S$tab . '<title>' . htmlspecialchars (Sdocument->getTit
le (), ENT COMPAT, 'UTF-8") . '</title>" . S1nEnd;

[/ Generate link declarations
"head.php" 238L, 6691C escritos

[seminariol@preproduccion renderer]$ pwd

/home/seminario/htdocs/libraries/joomla/document/html/renderer T
[seminario@preproduccion renderer]$ vi head.php l &=




REC

. Descargar Joomla y extensiones de sitios confiables

® Tener instalada la (1ltima version estable y actualizada de
Joomla.

® Tener la ultima version actualizada de las extensiones.

e Utilizar un nombre de usuario diferente a “admin” en el
administrador de Joomla

e Eliminar el directorio de instalacion
e Eliminar el archivo de configuration.php.dist
® Eliminar elementos innecesarios en Joomla

® Realizar respaldos regularmente
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